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Il gruppo nasce con l'obiettivo di creare una community per la condivisione di informazioni
ed esperienze su Microsoft Azure e 365.

Si rivolge a professionisti del settore IT ma anche ad appassionati di tecnologia, studenti e
Imprenditori interessati ad approfondire le soluzioni cloud e ibride messe a disposizione da
Microsoft .
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Sessioni tecniche in
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al mondo Microsoft
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Coordinatore Azure Meetup Veneto
La sicurezza del Cloud ibrido

con Defender for Cloud
@ Guido Imperatore
Microsoft Security MVP SIEM & XDR
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Webinar con esperti di
tecnologie Microsoft

| Cosa facciamo |
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Ci fermiamo per la pausa Natatilizia ,
ma gl eventi riprenderanno nel 2025
con tante sorprese.

Scrivici se vuol essere del nostril!
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| Call4Speaker |
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A long time ago
In a galaxy far,
far away....



§la

]
m
=
=
=
e

I L) L]
RO 0E000000000PLORRRRRRD )
~ AIIO0000 100000
. HIIIII I I T I Iy
2 ))J))))JJ )A))JJ/));
e 4 J pdeleded dd ) )
A ddddiesenees

JO0000 |
JO00055005 |
1200000000 |

Heavy Metal before 2000



After 2000 virtualizationsoarrive
and the consolidation wave begané



A Brief Chronology of
Orchestration + Containers

Dinosaurs Infrastructure-as-code Era Containers-as-code Era

dotCloud begins using
LXC + cgroups; dotCloud formally
LXC hits the kernel docker project is born renames to Docker, Inc
Ansible uses ssh only
Docker and ansible
searches explode

€ ¢  C c € O D

% modernrepo

é but the VM deployment wastoo slow; the IT Ops,
pushed from Agile methodologies, need a new paradigm.
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The dotCloud office before D 0 ¢ k expld®isen (Credit:5 Yearsat Docker @KenCochrane.con)



https://www.kencochrane.com/2017/03/24/5-years-at-docker/

ThedotCloud office at F 0 u n dbemn, eardy 2011. (Credit: SFGaté



https://jpetazzo.github.io/2018/02/17/seven-years-at-docker/
https://jpetazzo.github.io/2018/02/17/seven-years-at-docker/
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The future of Linux Containers (bydotcloudtv@Youtubg- 22 mar 2013
At PyConSolomon Hykesshowsdockerto the public for the first time



https://www.youtube.com/@dotcloudtv
https://youtu.be/wW9CAH9nSLs?si=Sv5rxc1KuOGgJtrq

Solomon Hykes

CTO & Founder, dotCloud
@solomonstre
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la modularita
Vince Sempre




Progetto interno a Google.

Datacenter progettato dalle prime classi (elementari) della scuola aziendale. | componenti base sono: 3
scatole di mattoncini lego; 32 RaspberryPi B; 2 switch 24 porte, cavi.

Léinfrastruttura  un private cloud per sostenere
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Black Belt track speakers fromDockerCon2017 in Austin.


https://jpetazzo.github.io/2018/02/17/seven-years-at-docker/
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Dockerpullsarethroughthe roof!



The Good, the
Bad and the Ugly



Docker Features

A Multipiattaforma
A Sviluppo, testing, frontend infrastrutturale, @
Infrastruttura per usare DockerApp sny k

A Integrato con qualsiasi prodottoDevOps
A Integrato nei principali Cloud Pubblici

A Infrastruttura per lo sviluppo integrata con
VSCode

A SoftwareBOM Notary, Synk
S NIlA
.

A Securable Supply Chain :

m /2 4= cvBersecuriry ()
Pl ¢ & d gt;_wg ) & INFRASTRUCTURE
\&a”,/ SECURITY AGENCY



https://snyk.io/
https://www.cncf.io/projects/notary/
https://www.cisa.gov/sbom
https://ntia.gov/SBOM
https://code.visualstudio.com/docs/remote/remote-overview
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

Our Current State: Virtual Machines COﬂSOl |dament0 ed
Isolamento in salsa VM.

Hypervisor di tipo |
@LO’HW - comdVM i s
e ——— ciascuna con il proprio HW
— - virtuale, SO, Stack Applicativo

* One app per VM
+ Separate OS copy

« Separate app
framework

» "Black box” to
hypervisor

» App is tracked
elsewhere Hypervisor

Physical Server

Confronto Docker vs VMSs.
Hypervisor di tipo Il (OS)

| 6 OS =~ c opildstacki s o:>r
applicati vi | sol at
consente di estendere Il networking
. . . . Docker Engine Docker Engine
dei container verso altri nodi docker T r———

Hypervisor



Our Current State: Virtual Machines COﬂSOlidamen’[O Ed
Isolamento in salsa VM.

Hypervisor di tipo |

LOAHW  comidi v
« Separate app e R | | | e e | e VM Ciascuna con || pI‘OpI‘iO
S i e e e HW virtuale, SO,Stack

* One app per VM
+ Separate OS copy

« "Black box” to e e et $ is _ _

hypervisor I N Appllcatlvo

« App is tracked s e | | RS T

elsewhere Hypervisor

Physical Server

DockeronHW vs VirtualEnv. App €
Hypervisor di tipo Il (OS) appA | appB || appc || | |[|[Eineiibs | [SinsBS ||| TBins/tibs | Ao
| 0O OS R C OplL'JdSllan | [SNle]  Bin:/Libs . ansiLibs | Binsilibs Docker Docker Bins/Libs
applicativi isolati tra di loro. :> o Guest 05 Guest0s || Guestos

Host OS Hypervisor

Infrastructure Infrastructure



Key differences between LXC and Docker

LXC
Host

Docker
Host

Debian 64 Ubunty 64 CentOS 64
PHP Ruby Modejs Ubuntu Ubuntu Ubuntu
Mysql Postgresql Redis
Nginx Nginx Nginx PHP Ruby Node
Wordpress Discourse Ghost Mysql Postgresql Redis
Nginx Nginx Nginx
Wordpresseontainer Discourse Ghost  Container
storage storage
volume volume
Filesystem neutral Containers are made up of read only layers via AUFS, Devicemapper, BTRFS
Containers are like VMs with a fully functional OS

Containers are designed to support a single applicaton.
State can be saved in a container or outside

Instances are ephemeral, persistent data is stored in bind mounts to host or data volume containers

The Hnst\\
( Docker\
~
[ User Requests >> BO > B0 > Web Server

IUserHBquasts>> 443 > 443 >
N y

Hypervisor

Physical Machine

Architectural Schema
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Grey's Anatomy
VS
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nodel node2

C1:10.0.0.3 C2:10.0.0.4

-
Y yiomyeN

(o) O)Q'
M3y ;47\?95&1;: VXLAN tunnel )— :”\';Tgf,zdp 52¢05°
172.31.1.5 | 192.168.1.25

Layer 3 IP transport network

Networking internodo
Livello logico

Due o pil container sulla stessa net :>
SDN comunicano attraverso un
canale broadcast esteso con un

tunnel crypted tra | nodi connessi.

Networking internodo
Livello fisico
Le Software Define Network

<: gestite dalla docker engine

sono estendibili tra nodi
attraverso un tunnel VXLAN
tra nodi separati da routing .

nodel node2

172.31.1.5 192.168.1.25




Architettura di Networking
Architettura 3-Tier

Separazione Presentation,
BusinessLogic, DBMS
Implementata tramite SDN
g Sandbox ‘ Negdbox I dOCker tra Contalners

Network

[Endpoint] [Endpoint] [Endpoint] [Endpoint] é'

—————— ) e e
:Eﬁj}i Container |:Eii1}i Container |:ﬁﬁ_ﬁi Container |

| m | | Endpoint |l Endpoint I I Endpoint |
Network A Network B

[ Back End Network ] [ Front End Network ]

Bridged vs Overlay
Default SDN

| | Bridge driver defi ni
del | O anagetwork per connettere |:>
container nel nodo.

LOOverl|l ay driver defi ni
multinodo sopra le SDN definite

localmente. E alla base del networking

nel Docker Swarm.

OVERLAY NETWORK BRIDGE NETWORK




(Read-Write)

Container
S “ PSR s s gLt g gt R e " ” o |
@ Container mount :_ - illEE o : :_ B EI[EE B _: i IILE% o : I fll:&ﬂ o : merged E
[¥] = |
=] =
c s 3 - i L |
§  Container layer upperdit” | 2
b %.;"
S0e8dde7el80  (COPY) (READ-ONLY) -§ <
56b19ebe7340  (WORKDIR)

d9363f62abac (FROM) -

. | Container 1

- Vcontaineri
container2

=l

Container 2

Docker host




Container
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fce5728aad85

Fce5728aad85

Layers for java

] 76610ec20bf5
docker image

docker pull java 60170fec2151

e98f73de8f0d
11f7af24ed9c

49e2d6393f32

bb9cdec9c7f3

Storage optimization by design



Storage optimization by design



GESTIONE DELLO STORAGE

_a persistenza in container tramite la creazione di volumi e
oreferibile alla persistenza su Host perché ivolume plugins

Host-Based Persistence Shared Among Containers

L

v web

t » config

» logs

The directory on the host is
created outside of Docker
Engine’s context.

Data volumes are shared
across containers & are not
deleted when containers are
removed.

Source : Janakiram MSV

Changes bypass the storage
backend and are made
directly to data volume.

These applied changes will
not be included when the
image updates.

Container 1

/
|—vweb

t » config
» logs

Container 2

/
|—vweb

t » config
» logs

THENEWSTACK  Source: Jana

kiram

per met t on 8ANIlo blasystem abndivisi.

Host-Based Persistence Per Container

Host

Lv 3ran506d87om
L

¥ content

L

v dir

MSv

A container-specific directory
is created with each new
container.

Removing a container deletes
its directory on host.

Docker Engine crashing on
the host will make the
directory unavailable.

Container

/
L v content
L » dir

THENEWSTACK



TECNOLOGIAOW

Data Volumes Containers Host File System
» &> Jusrliocalinginx/html
local | www-data
e > Ivar/lib/mysql/
local mysql-data

\J

= :

COpy-on-write strategy

Container-2

Container-3

Thin R/W layer

91e54dvfvll79

d74fb66325082 1.895 KB

€220213c84729 194.5 KB

d3alf33e8a5a 188.1 MB

@ ubuntu: 15.04 image

Container 1
Thin R/W layer

Container 3
Thin R/W layer

Container 2
Thin R/W layer

| Read/Writer
A
Container-1
Read/Writer | |

\

Read/Writer

[

—— Image read only
Nginx:1.10

i

e/




CONCETTI E GESTIONE DEL REGISTRY

—

BaSlC taXOnOmy ln DOCker Hosted Docker

Registry
— On-premises

Docker Trusted (‘n’ private organizations)
Registry on-prem.

Docker Hub
| A Registry _ Registry
- | Stores many
/) static images Docker Trusted
’ Registry on-cloud
Azure Container
Images .
Static, persisted container image Registry
AWS Container | Public Cloud
Registry (specific vendors)
| App Google
' . Container
| Container Registry
4,7/ = O Image-instance running
an app process (service/web) Quay
Registry

S
7 7

Other Cloud




DOCKERBUILD

Host

Dockerfile
FROM ubuntu:bionic-20190912.1

MAINTAINER Liejun Tao
RUN apt-get update \,

&& DEBIAN_FRONTEMND=noninteractive
apt-get install -y \, @ build
doxygen graphviz build-essential

texlive-latex-base texlive-fonts-
recommended texlive-fonts-extra
texlive-late x-extra texlive-font-utils \,

&& rm -rf fvar/lib/apt/lists/*

push

Registry

& — =

Docker daemon

cache
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CONCETTI E GESTIONE DEL REGISTRY

Developer Host

Daemon
Docker pull—#

Docker
registry

R Jocke 4
REGISTRY

Docker Hub - Private

(docker.i0)
Docker Push g Docker Pull
Production -

B oo, 4 Aot

Dockerfile

REGSTYY .

s Docker Pull Docker Pull s




DOCKERFILE SUBEST PRACTICES

LOesecuzione di 0 g Dockerfrlesgproduce upor e s e n
strato nell 0I mmadguildhe ri sultante d

# Dockerfile
# build stage
FROM buildbase as build

91e54dfb1179

d74508fb6632 1.895 KB @

> |mage layers (R/O)
c22013c84729 194.5 KB

los]
-

# production ready stage
FROM runbase

d3alf33e8a5a 188.1 MB @

COPY --from=build
ubuntu:15.04 /artifact

Container
(based on ubuntu:15.04 image)



BN |\ 1irosoft veneto@azuremeetup.it

IT Crowd
VS
Silicon Valley



Workflow Docker
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My computer

.



- stop
M
r kil € die die
—docker run=» create T docker stop restart
docker kill
—docker create{ create created docker start ;; start running docker restart—3 die > start
v docker start
— docker pause
docker rm Yes ) \
container
il i process
exited pause paused
docker rm ‘___,,.f killed by
die out-of-mema
deleted destroy <—J Y

Should
restart?

No unpause pE——— docker unpause

OOM

Workflow docker verbs



Building & Deploying Docker Containers with Drone

Changes and Updates

run tests v/
docker build
docker push

1. build.sh

2. ssh < deploy.sh

/

Docker Registry

Push

e
App Image

docker pull
docker stop

App Container

Base Container Container
Container Mod A' Mod A"
Image

docker start

Drone Build Container
wrapdocker

Build Host
docker, drone

deploy.sh

Production Host
docker

-

Docker Englne
Host s now running A*

docter

Development

Update

Docker Engine
Host running A wants to upgrade to A”
Requests update, Gets only diffs




Visual Studio

N e

DEVELOPERS IT OPS
BUILD SHIP RUN
Development Environments Secure Content & Collaboration All environments

Version
control

WO —

Developers

=)

-

Registry

o - (Docker hub / DTR)
1*

@

o @

ANy Im

QA / Stagmg / Prod

Testers /
Users

Secure deployment workflow

a1
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Container uber alles

base-image

Container: usiamo docker come | mattoncini Lego, per
costrureun 01 nf r sslememodularel r a



Container uber alles

nodejs-image

2

nginx-image

&

mongodb-image

app-service-image

&

app-service-image

&

e

Containers vs. VMs

Containers are isolated,
but share OS and, where
appropriate, bins/libraries

VM

App App App
A A B

Bing/ Bins/

Libs Libs

al 3 e
P b o . £
b

Container: usiamo docker come | mattoncini Lego, per

costrui

re unoli

nfrastruttur a

(
.



docker build dockerfile

# This will build the handson-namer image
FROM ubuntu:12.10
MAINTAINER Your Name, your€@email.com

# Install dependencies

RUN
RUN

RUN
RUN
RUN

apt-get update

apt-get install -y curl git \

build-essential rubyl.9.3

gem install rubygems-update

update rubygems

gem install bundler sinatra --no-ri --no-rdoc

# Sinatra uses this port
EXPOSE 9292

# Copy the app into the container at build time

ADD

namer /opt/namer

WORKDIR /opt/namer

RUN

bundle install

# Set the startup command

CMD

[ "rackup" ]




Dev=1Image dev

lest-1mage test

-=from=dev /src/app

Minimum=Image prod

-=from=dev /src/app

Dockerfile

Development Testing
Big Image
Size

Docker build multi -stage feature

Production
minimum
Image Size



Application
Code <[>

Managed
by g
Docker PNy L T LT T |

Desktop " Docker Engine QEMU é

Docker 5 |
Desktop

Docker Desktop buildx multi-arch feature



Manifest list: docker container run me/myapp

/1117

5 €
- dgr

s |

docker Hub

A—
)

me/myapp

& um

docker .-

7 A

Docker Desktop buildx multi-arch feature

/1117




Image

) OCI Runtime Spec
o Manifest P
Manifests |«
args
c > env
cwd
Index (Manifest List) Layers: root
mounts
Manifests: L0 )
linux amd64 > Root Filesystem
- L jusr
linux arm64 1 /bin
. > /dev
linux ppc64le . Jetc
(] . /home
™ /1ib
. L |
windows amd64 ~

Docker Desktop buildx multi-arch feature



docker run -1

apriamo una sessioneshell per
Interagire conu n 0 I sdocker z a



A @m_mziup BN \icrosoft veneto@azuremeetup.it

Chuck
VS

Blacklist



docker sbom nginx:latest

root@master:~# docker sbom nginx:latest
Syft

Pulled image

Loaded image

Parsed image

Cataloged packages
NAME VERSION
adduser 3.134
apt 2.0.1
base-files 12.4+4+debl2ul
base-passwd 3.6.1
bash 5.2.15-2+b2
bsdutils 1:2.38.1-5+bl
ca-certificates 20230311
coreutils 9.1-1
curl 7.88.1-10+debl2ul
dash 0.5.12-2
debconf 1.5.82
debian-archive-keyring 2023.3
debianutils . 1=
diffutils :3.

0.4
8-4

Docker sbom from shell




Docker Desktop image vulnerabilities inspection (dockerscouf)



