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| Chi siamo |

Il gruppo  nasce  con l'obiettivo  di creare  una community per la condivisione  di informazioni  
ed esperienze  su Microsoft Azure  e 365.

Si rivolge  a professionisti  del settore  IT ma anche  ad appassionati  di tecnologia , studenti  e 

imprenditori  interessati  ad approfondire  le soluzioni  cloud  e ibride  messe  a disposizione  da 

Microsoft .



| Cosa facciamo |

Sessioni tecniche online con 
argomenti proposti dal gruppo

Sessioni tecniche in 
presenza ed eventi dedicati 

al mondo Azure e M365



| Cosa facciamo |
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| Cosa facciamo |

Zeno Testoni
6 novembre 2024

Giuliano Latini
Dicembre 2024

Prossimi Speaker:



| Agenda |

Agenda

14:45 -15:15 - Luigi Pandolfino (Azure Meetup Veneto): Le novità  di Windows Server 2025

15:15 -16:00 - Marco Moioli (Microsoft): Hybrid Cloud con Azure Arc

16:00 -16:15 - Coffee Break

16:15 -17:00 - Giuseppe Nale , Piero Malfona  (SkyBackBone ): Il patch management senza WSUS

17:00 -17:45 - Thomas Forte , Vito Trentadue  (TDSYNNEX): Proteggi  le tue  identità  con Microsoft Entra

17:45 -18:15 - Davide Cenedese  (Azure Meetup Veneto): Governance delle risorse Azure

18:15 -18:30 - Chiusura  e ringraziamenti

18:30 -19:30 - Preparazione  gara  e competizione

19:30 -19:45 - Premiazione



Coordinatore Azure Meetup Veneto

Luigi Pandolfino

25 ottobre 2024

Le novità di

Windows Server 2025



| Installazione e versioni |

Standard
Core

Datacenter
Core

Standard
Desktop

Datacenter
Desktop

Server Core:  la versione 

raccomandata, include i 
componenti essenziali di 

Windows e può essere gestito 
da remoto con Windows 
Admin Center e PowerShell.

Server Desktop Experience:  la 

versione completa che include 
anche lõinterfaccia grafica.

Stesse edizioni di Windows 

Server 2022:  Windows Server 
Standard, Windows Server 

Datacenter, Windows Server 
Azure Edition.



| Installazione e versioni |



| Requisiti Hardware e nuova GUI |



| WIFI, Bluetooth eé |

WIFI

Il servizio  Wireless LAN è installato  per 

impostazione  predefinita

Bluetooth

Ora possibile  connettere  mouse, tastiere , 

cuffie , dispositivi  audio

OpenSSH

Offre  la possibilità di collegarsi  e gestire  

via SSH i server

WinGET

Permette installazioni  di software tramite 

terminale  semplificando  lõamministrazione



| Licensing basato su Subscription |



| Upgrade in -place senza Downtime |

Restano intatti:

Å Applicazioni

Å Dati

Å Impostazioni



| Active Directory |

Livelli funzionali Active Directory

Forest functional level: Windows Server 2025

Domain functional level: Windows Server 2025

Microsoft non aggiungerà livelli intermedi per 

2019 e 2022



| Under the hood  |

Funzionalità deprecate

NTLM con passaggio a Kerberos

TLS 1.0 e 1.1 disabilitati di default

VBScript in favore di PowerShell

WSUS

Funzionalità rimosse

Server SMTP

WordPad

PowerShell 2.0 in favore di 5.0+

Console IIS 6.0

https://learn.microsoft.com/it -it/windows -server/get -started/removed -deprecated -features -windows -server -2025

Funzionalità Aggiornate

Supporto TLS 1.3 per LDAP

Kerberos con migliore encryption
Active Directory 32k database page size



| Windows LAPS |

Windows Local Administrator Password Solution

Gestione automatica degli account

Rilevamento del rollback dellõimmagine
Funzionalità Passphrase
Miglioramento leggibilità dizionario delle password



| Hotpatching |

Eõ una funzionalit¨ di Windows Server 2025 che 

protegge i sistemi dalle vulnerabilità grazie alla 

possibilità di fare patching senza dover riavviare .

Hot -patch applica le patch direttamente al codice in 

memoria nei processi attivi , senza la necessità di 

riavviare il processo stesso.

Velocizzazione processi di 

sicurezza

Miglioramento produttività

Riduzione Costi



| Hotpatching |

Ciclo di rilascio trimestrale

Gli aggiornamenti cumulativi che richiedono un riavvio sono pianificati 4 volte allõanno
Mediamente un 67% in meno di reboot

Le correzioni zero -day possono richiedere un riavvio



| Miglioramento prestazioni NVMe |

Importanti ottimizzazioni:

Å Riduzione utilizzo CPU

Å Uso migliore delle code

Å Cache ottimizzata

Storage Spaces Direct più 

performante con soluzioni

all -flash basate su NVMe



| Novità Storage |

Storage Replica

Prestazioni superiori con

Enhanced Log

Storage Replica Compression 

disponibile per tutte le 

edizioni di Windows Server

ReFS

Maggiore ottimizzazione per 

deduplica e compressione

Ottimizzato anche per hot -data 

come le Virtual Machine

Fino al 60% di spazio 

risparmiato nei File Server e 

90% per VHD, ISO e Backup

Storage Spaces

Thin Provisioning

Supporto Stretch Cluster



| Novità Hyper -V |

Alla base dei servizi di virtualizzazione di:
Å Azure

Å Azure Stack

ÅWindows Server

ÅWindows Client

Å Container con Hyper -V isolation

Maximums for virtual machines

Å 240 TB RAM for generation 2 VM

Å 1 TB RAM for generation 1 VM

Å 2048 vCPU for generation 2 VM

Å 64 vCPU for generation 1 VM

Maximums for Hyper -V hosts

Å 4 PB for hosts that support 5 -level paging

Å 256 TB for hosts that support 4 -level paging

Å 2048 logical processors per host



| Novità Hyper -V |

Failover Clustering
Å Aggiornamenti Cluster -aware
ÅWorkgroup Cluster (Certificate -based VM 

Live Migration)

Å VM Live Migration con GPU -P

ÅMiglioramento delle performance di Storage 

Replica nelle configurazioni stretch cluster 
con Storage Spaces Direct



| Novità Hyper -V |

GPU Partitioning (GPU -P)
La possibilità di condividere GPU  tra più VM:

Å Creare GPU partition

Å Assegnare ogni partizione a una VM

Å Gestire tramite WAC o PS

Supporto per Live Migration e Failover Cluster

Attualmente supportano GPU -P:

NVIDIA A2, A10, A16, A40

NVIDIA L2, L4, L40, L40S



| Novità Hyper -V |

GPU Pool
Tramite Discrete Device Assignment (DDA)  

abbiamo la possibilità di dedicare una o più 

GPU fisica  a una macchina virtuale.

Live migration di VM non è al momento 

supportata, ma le macchine possono essere 

riavviate automaticamente  in caso di 

necessità e posizionate dove le risorse GPU 

sono  disponibili .



| Novità Hyper -V |

Dynamic Processor Compatibility

Migliorato in Windows Server 2025:

permette Live Migration  tra server con 

processori di famiglie differenti 

(capability sets )

Ogni VM riceve dinamicamente il 

numero massimo di set di istruzioni 

disponibili su tutti i server del cluster

Non permette la migrazione tra Vendor 

diversi ( Intel -to-AMD)



| SMB over QUIC |

SMB over QUIC

Funzionalità ereditata da Windows Server 2022 Azure Edition che consente di 
accedere ai file server Windows tramite Internet .

La comunicazione è crittografata sulla porta UDP 443 , quindi può essere utilizzata in 
sicurezza.

Disponibile in tutte le edizioni: Standard, Datacenter, Azure Edition



| éma WSUS?? |

WSUS Deprecation

ñWe have no current plans of removing WSUS from 

in-market versions of Windows Server (including 

Windows Server 2025).
Microsoft will continue to ensure that existing WSUS 

features work.

However, we do not plan to invest in new features 

going forwardò

ñWhile the WSUS role remains available in Windows 

Server 2025, we recommend organizations transition 

to cloud tools, including Windows Autopatch and 

Microsoft Intune for client update management and 

Azure Update Manager for server update 
managementò



| Integrazione con Azure Arc |

Azure Arc

Piattaforma di governance di risorse locali e 
multi -cloud:

ÅServer (Windows o Linux)

ÅCluster Kubernetes

ÅServizi dati Azure

ÅSQL Server esterni ad Azure

ÅVirtual Machine (VMware o Azure Stack HCI) 



| Integrazione con Azure Arc |

óGet Hybrid with Azure Arcó

Windows Server 2025 si avvantaggia 

di una più stretta integrazione con i 

servizi di Azure , in particolare 
tramite  Azure Arc .

Estendere le potenzialità di Azure ai 

data center on -premises rende più 

semplice la gestione di ambienti  
ibridi  e multicloud .



| Integrazione con Azure Arc |

óGet Hybrid with Azure Arcó

Windows Server 2025 si avvantaggia 

di una più stretta integrazione con i 

servizi di Azure , in particolare 
tramite  Azure Arc .

Estendere le potenzialità di Azure ai 

data center on -premises rende più 

semplice la gestione di ambienti  
ibridi  e multicloud .



Azure Arc

Hybrid Cloud con Azure Arc

Marco Moioli

Cloud Solution Architect - Microsoft

25 Ottobre 2024



Common customer 

challenges

Hybrid

IoT Multicloud

Edge Distributed

Sprawling systems 

Information and process silos

Increased technical debt



Advancing hybrid

cloud to adaptive

cloud

Hybrid

IoT Multicloud

Edge Distributed

adaptive 
cloud

Thrive in dynamic 

environments by unifying 

teams, sites, and systems 

across hybrid, multicloud, 

edge, and IoT. 



Operate with AI-enhanced 
central management

Rapidly develop and scale 
applications across 
boundaries

Cultivate data and insights 
across physical operations

Enabled by 

Azure Arc

Adaptive Cloud

f

b

d

Azure Monitor
Microsoft Defender 

for Cloud

Microsoft Copilot 
for Azure

Visual Studio
Azure Kubernetes 

Service

Machine LearningMicrosoft FabricIoT Operations

GitHub



Customer 

aspirations

Deliver products as a service

Transform data into new products

Accelerate application development

Secure and govern distributed 
digital estate

Modernize facilities and assets

Manage multicloud, datacenter and edge 
modalities in a single control plane



Microsoft Azure

Single control plane with Azure Arc

Infrastructure

Connect and operate 
hybrid resources as native 

Azure resources 

Azure Arc-enabled infrastructure

Services

Deploy and run Azure services 
outside of Azure while still 

operating it from Azure

Azure Arc-enabled services

Multi -cloud

SQL

Server

Datacenter Edge

Arc

Server
K8s Windows SQL

DB
PostGreSQL

Web

Apps
Functions

Logic

Apps
Machine

Learning



Azure Arc: extending Azure management & security to any infrastructure

Manage your private, public and edge environment in a consistent way

Single control plane with Azure Arc 

OpenShift

Any Kubernetes infrastructure

Azure AD

Monitor

ARM Templates

Log Analytics

Copilot

Defender

Resource Graph

Sentinel

Audit

Key Vaul t

Automation

Automanage

Policy

Defender

Inventory Billing Monitoring Secrets Governance Compliance

Azure services

Portal

REST API

CLI / PS

User interfaces

Any server infrastructure

Data/AI

SQL

Azure ML





Innovate anywhere with Azure

Azure Arc

Build apps once, 
deploy and manage 

them anywhere

Secure and
govern your 

infrastructure and 
apps

Run Azure data, app, 
and AI/ML services 
from cloud to edge



Innovate anywhere with Azure

Azure Arc

Build apps once, 
deploy and manage 

them anywhere

Secure and
govern your 

infrastructure and 
apps

Run Azure data, app, 
and AI/ML services 
from cloud to edge



Secure and govern across environments

1 2 3

1 Migrate WS/SQL/Linux to Azure regions

2 Arc-enable remaining WS/SQL/Linux in 
Datacenters and at the edge

3 Integrate operations, management, and 
security across all environments

Simplified operations & management 

across thousands of remote sites with 
heterogenous assets

To leverage cloud-based threat 

detection, response, and analytics

To catalog and govern IT inventory with 

policy and role-based access control

Business continuity with observability 

across the stack and automated 
recovery from failures

Customer needed How

ÅAzure Resource Manager

ÅMicrosoft Defender for Cloud

ÅMicrosoft Sentinel

ÅAzure Policy

ÅAzure Monitor

ÅMicrosoft Purview

ÅAzure Automanage

ÅAzure Update Manager 

ÅMicrosoft Copilot in Azure 

Microsoft Offerings
Enabled by Azure Arc



Azure Arc-enabled servers
Bring Azure capabilities to your on -premises and multicloud servers with Azure Arc

Reach

Windows and Linux

VM and bare metal

At scale searchable inventory

Configure

Consistent VM extensions

Centralized agent 
managementñ

monitoring, security, 
update management

Govern

Built-in Azure policies

Compliance across 
environments

Audit and enforce 

OS settings

Secure

Entra ID Managed Identity

Server security baselines

Role-Based Access control

Any infrastructure, familiar tools



Deploy defender for servers anywhere
Secure hybrid and multicloud environments 

Ą Reduce risk with contextual security posture management

Ą Get compliance benchmarks mapped to industry standards 

Ą Vulnerability assessment built-in with flexibility to use tools, 
like Qualys, offering integrated vulnerability scanning for 
your connected machines

Ą Use Just-in-Time VM access to control access to commonly 
attacked management ports

Ą Block malware with adaptive application controls

Ą Set guardrails with Azure Policy integration, server owners 
can view and remediate to meet their compliance

On-premises and/or multicloud

Microsoft Defender for Servers

Azure Arc

Azure Arc-enabled servers



Deploy Defender for databases (SQL) anywhere

Monitor and remediate potential vulnerabilities for SQL 

Servers in Azure, on-premises or in other clouds

Discover, track, and remediate potential database 

vulnerabilities with assessment scans.

Monitor for threats such as SQL injection, brute-

force attacks, and privilege abuse with advanced 

threat protections

Microsoft Defender for SQL

Azure Arc

On-premises and/or multi -cloud

SQL Server on Azure Arc-enabled servers



Azure Monitor anywhere enabled by Azure Arc
Consistent monitoring across your hybrid and multi -cloud compute

Ą Detect and diagnose issues across 
apps and dependencies with 
application insights

Ą Correlate issues at infra level with 
insights for VMs, containers, network, etc.

Ą Operationalize at scale with smart 
alerts and automated actions

Ą Drill down with Log Analytics for 
troubleshooting & deeper diagnostics

Ą Create visualizations with Azure 
dashboards, workbooks, and Grafana



Microsoft Sentinel, powered by AI, enabled by Azure Arc

Stay ahead of evolving attacks with a 
comprehensive solution to detect, investigate 
and respond to incidents

Ą Build-in enhanced UEBA, automation (SOAR), 
hunting capabilities, and threat intelligence (TI) 
to expedite investigation and response

Ą Industryõs first unified experience for SIEM and 
XDR, with built in GenAI and Threat Intelligence

Ą Quick response to issues through collaboration 
with built -in case management for SOC teams

Ą Stay ahead of threats with built-in threat 
intelligence with the latest insights from 
Microsoft Defender Threat Intelligence (MDTI) 
and Microsoft threat research Reduce mean time to respond (MTTR) by 80%1

https://aka.ms/sentinel-tei-report


Comprehensive patching with Azure Update Manager
Update and patch your Windows and Linux servers running anywhere with Azure Update Manager enabled 
by Azure Arc

Ą Streamlined patch management
Oversee update compliance for your entire fleet 
of machines in Azure (Azure VMs), on-premises, 
and multicloud environments

Ą Centralized control with RBAC 
Inherit Azure RBAC configured on the machines to 
control who can perform update operations and 
edit schedules. Seamless access management to 
Azure resources with Azure roles and identity

Ą Intelligent automation and scheduling
Automate and orchestrate securely with customized, 
defined maintenance schedules, hot-patching, and 
auto-patch to reduce reboots and optimize during 
VM downtimes



ESUs enabled by Azure Arc

Flexible PAYGO monthly billing and savings

Monthly billing model centralized in Azure to run 
end-of-support operating systems

Visibility and reliability

Ensure consistent Windows Server 2012/R2 and SQL 
Server 2012 performance with high availability and visibility 
over your entire data and server estate. Keyless delivery

Security and compliance

Seamlessly extend Azure security and governance to your 
environment and stay compliant with supported software

Microsoft 

Defender 

for Cloud

Microsoft  

Sentinel

Azure 

Policy

Azure 

Monitor

Enroll and purchase ESUs 

directly in the Azure Portal

Azure 

Update 

Manager



VMware vSphere and System Center VMM

Purpose built for VMware vSphere Bring Azure capabilities your 

environments with Azure Arc

At-scale management for your VMware 

vSphere & SCVMM VMs in Azure

Connect 
at scale

Connect an entire 
environment managed by 
vCenter or System Center 
Virtual Machine Manager 

at scale

Automatic 
inventory discovery

Automatic up to date 
inventory synced from 

vCenter & SCVMM to Azure 
and available via Azure 

Resource Graph

Install Arc Agent 
at scale

Install Arc agent at scale 
using portal, CLI, or running 

the script yourself

Secure, govern 
and monitor

Perform governance, 
monitoring and security at 
scale using Azure Monitor, 
Microsoft Defender, Azure 

Policy, Azure Update 
Manager, and more

VMware vSphere and System Center environments hosted anywhere

Unified experience with Arc-enabled Servers

GENE RAL LY A VA ILA BLE


